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60 trillion web pages
Millions added each minute

159 languages
35,000 apps uploaded everyday on Play store 

650 hours of YT videos every minute
6 billion hours watched per month

100 billion searches per month
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To organize the world’s information 
and make it universally accessible 

and useful
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And we do this in a variety of ways...
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Empower

To empower parents 
with tools to help them 
choose what content 
their children see 
online

Protect

To protect children 
online through 
partnerships with law 
enforcement, industry 
and civil society

Educate

To educate children 
on how to stay safe 
online

When it comes to child protection...



Resources & Tools
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Lock YouTube safety mode

● saves the current setting
● also activates SafeSearch
● only for registered users

filters explicit videos and comments from YouTube search results

http://goo.gl/tijOqt

YouTube Safety Mode
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20% Drop-Off Rate
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Legal removals
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Chrome Supervised User
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Android Restricted Profile
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1. USER FLAGS 3. HASHING TECHNOLOGY2. FLAGS FROM NGOs
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Flagging a video
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Flagging specific violations
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 1. Video flagged by logged-in user
 2. Video reviewed by the Enforcement Team

 3. Decision applied based on policy

globally 
available 18+ restricted 

viewing remove remove w/ 
penalty

Life of a flag
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Age-gating (warnings) and country-gating
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Dealing with terrorism
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Trusted flagger



User Policies
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Our user policies (YouTube)
● In order to continue to inform and entertain the world in this amazing and 

creative space, we work hard to maintain a safe and vibrant community for all 
our users. It is a business imperative for us, as well as a responsibility to our 
community, to keep bad content off the platform.

● How do we do this? We do not proactively pre-screen content.  It’s impossible 
to do so with 650 hrs of video uploaded every minute! It would be like asking a 
telephone company to screen each and every call before it’s made. It would 
mean lawyers interfering with all of those videos before they were uploaded 
and would stop YouTube being the organic, rapidly evolving platform that so 
many people love.

● Instead, we leverage our 1B strong community to help us police the content on 
the site. We have a set of Community Guidlines that you can read about -- 
basically, it’s what we allow to stay up on YouTube, and what we take down.
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Nudity or sexual content: "YouTube is not a place for pornography or sexually explicit content. If this 
describes your video, even if it’s a video of yourself, don’t post it on YouTube. Also, be advised that we 
work closely with law enforcement and we report child exploitation.”

Harmful and dangerous acts: “Don’t post videos which encourage others to do things that may cause 
them to get badly hurt, especially kids.”

Violent or graphic content: “Graphic or gratuitous violence is not allowed. If your video shows 
someone getting hurt, attacked, or humiliated, don't post it.”

Hateful content: “Our products are platforms for free expression. But we don’t support content that 
promotes or condones violence against individuals or groups based on race or ethnic origin, religion, 
disability, gender, age, nationality, veteran status, or sexual orientation/gender identity, or whose primary 
purpose is inciting hatred on the basis of these core characteristics.

Harassment: “Things like predatory behavior, stalking, threats, harassment, intimidation, invading 
privacy, revealing other people’s personal information, and inciting others to commit violent acts are 
taken very seriously. Anyone caught doing these things may be permanently banned from YouTube.”

YouTube may make exceptions for educational, artistic, documentary or scientific content.

Community guidelines
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Community 
Guidelines:
hate speech
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Digital Literacy
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Focus on Digital Citizenship
● No pre-classification, filtering software or tools can, by themselves help protect 

children online. These efforts need to be supplemented by digital literacy 
programmes. 

● There is a greater need to proactively equip children with the necessary skills 
required to navigate the Internet (digital literacy). Both the OECD and the 
International Telecommunications Union (ITU) recommend child protection 
strategies based on awareness raising and digital literacy programmes focusing 
on online safety, appropriate online behaviour, aimed at encouraging digital 
citizenship among children. 

● It is submitted that this will have a greater long-term impact on the effective 
protection of children from abuse online.
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Specific Comments on the Bill
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Our submission
Is based on international best practices in which we believe that legislative clarity, 
user education, empowerment and protection the following should be the 
cornerstone of any national strategy that seeks to protect children online.

● Google is deeply committed to protecting children on the Internet and providing 
all of our users with a safe experience
○ our business depends on people being online -- and we need it to be a safe 

space
○ however, protecting kids is a responsibility we all share

● The submission deliberately focuses a lot on our tools and resources; and our 
policies / community guidelines - specifically to show that platform providers 
care about the same issues as policymakers: keeping children (and other users) 
safe online.
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General observations on the Bill
● The Bill is potentially unconstitutional as some of the provisions seems to seek 

to limit constitutionally guaranteed freedoms and rights (pre-classification)

● The Bill focuses too much on ‘protection’ at the expense of ‘empowerment.’ 
Due to the dispersed nature of the Internet, and the sheer volume of content 
uploaded online, such approaches are not only unrealistic, but are also 
technically infeasible and unsustainable. 

● The Bill still falls far short of global standards and approaches: government 
must work together with stakeholders to formulate a holistic approach to child 
protection, which includes legislative responsiveness, internationally 
standardised approaches to content classification, and programmes aimed 
educating all users on how to be safe online. 

● There there seems to be a disconnect between the Bill and many other pieces 
of already existing legislation and we request that these be aligned.
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Definitions / Terminology
● Although the terminology "child pornography" is used throughout this Bill, we 

note (and agree) with the latest approaches locally and internationally (for 
example, see the SALRC proposal (Issue Paper 30) that the term to use would be 
"child [sexual] abuse material" instead. 

● We believe this will align the Bill with international approaches and terminology.
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Public Participation Processes
● The Act currently does not provide for public participation in the development of 

regulations and directives undertaken by the Board, in terms of the Act. 
○ Sections 4A and 31 provide wide ranging powers to the FPB Council and the Minister 

to issue directives of general application, including classification guidelines, fees 
payable, etc., but no provisions are made for the public to participate in the 
formulation and finalisation of such regulations.

● We submit that it would be good practice and in line with the requirements of the 
Promotion of Administrative Justice Act (“PAJA”) for provisions to be made in the Bill 
to allow for public participation in the drafting of policies, directives, regulations and 
other regulatory instruments to be promulgated under the Act. The Bill (and the Act) 
have wide-ranging implications and successful implementation will require the 
participation of all stakeholders, from policy formulation right up to implementation.
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Classification Decisions (s18)
● Section 18 makes it clear that no digital film or digital game may be distributed in 

the Republic unless it has been classified in terms of section 18, and a clearly 
visible logo must be “conspicuously” displayed on the landing page of the 
website; the website catalogue; at the point of sale of the online distributor’s 
services
○ These requirements appear to have been formulated with a Video on 

Demand (VoD) service in mind and it is not clear if they will apply to user 
generated content (UGC) such as that found YouTube as well?

○ This requires a lot of technical infrastructure, re-engineering and is costly.  
It may not be feasible to implement such a measure on global platforms 
such as YouTube. We request that an exemption process be included in the 
Bill in respect of those online distributors who can show that it is 
reasonably impracticable to include the logo on their landing pages’ 
platforms.
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Prohibition of content depicting violence 
against children (s18)
● We agree with the objects of this section. Google has a zero tolerance towards 

child sexual abuse material. We remove “child pornography” and any child sex 
abuse material (CSAM) immediately when we become aware of its presence on 
our search engine or and all content services and report all such instances to law 
enforcement officials.

● However, there are potential issues with the wording on this section - in order to 
commit an offence under this section, Google would have to have actual 
knowledge of the prohibited content, something which is not possible as we do 
not monitor content that users send and receive. This section needs to be 
aligned with Chapter XI of the Electronic Communications and Transactions Act 
(ECTA), which provides limited liability for intermediaries for unlawful content 
in their networks (provided they are unaware of it / have knowledge of it). 
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 Approval of foreign classification systems by 
Board (s18D)
● This section of the Bill will allow the Board to approve, on application and against 

payment of a prescribed fee, the use by an “online distributor” of classification 
ratings used by a foreign classification authority or body. The Board would be 
able to attach such conditions to its approval as it considers necessary. 

● We welcome this move by the Board, as global players such as Google already 
belong to internationally recognised classification systems such as the 
International Age Ratings Coalition (IARC). We would, however, like to request 
that the Bill makes specific provision for international ratings systems, as well as 
acknowledge the use of internal community guidelines / ratings, in so far as they 
meet the standards or requirements of the Board.

● In addition, we would welcome clarity on the impact of the use of international 
age ratings systems on the fees payable locally to the FPB in order to avoid cases 
of double taxation on distributors
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Complaints against digital content services (s18E)
● This section provides for complaints against online distributors in respect of 

“unclassified, prohibited content, or potentially prohibited content, in relation to 
services being offered online”.
○ The terms “hosting service”, “live content service” and “link service” are not 

defined in the Bill and the application of these provisions is accordingly 
unclear. For example, could this possibly apply to search engines such? 
Practically this seems unlikely (in our view), but reference to “link service” 
and “link deletion notice” add to the confusion. Therefore, we would like 
clarity on the definitions?

● Under the language of the Bill, it's not clear if this covers user generated 
content (UGC) as well? If so, this would be technically infeasible. The Online 
Regulation Policy makes it clear that the Board will not seek to regulate UGC 
proactively, specifically citing YouTube as an example. We would like to see an 
alignment of approaches between the Bill and the Policy. 
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Complaints against digital content services (s18E) 
[cont’d]
● In addition, we would like to emphasise that the “offending content” should be 

clarified and limited within the scope of the Act. The types of content 
referred to in sections 16(2), 16(4) and 18(3) of the FPB Act are either forms of 
hate speech, incitement of violence, propaganda for war, etc. which are 
prohibited in the Constitution of the Republic of South Africa or are types of 
content which it is an offence to distribute anyway.  Therefore, the FPB would be 
entitled to lay a complaint with the Police if such content is distributed online.

● This section seeks to empower the FPB to to institute criminal charges - we 
would require some sort of process to be put in place e.g. court process before 
such content is removed, in line with Section 77 of the ECTA. There is a strong 
argument that these provisions will be unconstitutional unless some form of 
right of reply is built in, given that the FPB wants to exercise administrative 
powers (should the FPB be having such powers anyway?).
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Conclusion

While the objectives of the Bill are indeed commendable, we hope that our 
inputs on the need to align the clauses of the Bill with those of the Online 
Regulation Policy and other pieces of already existing legislation, 
international standards; as well as our calls for a more holistic approach to 
protecting children online will be incorporated by the Department.



Thank you!
fortunesibanda@google.com 


